6.5 BS Information Security Engineering Course Catalogue
	List of Program Courses
	 
	 

	Foundation Courses
	 
	 

	IS-2101
	Operating Systems and Systems Programming
	3
	1
	Computer Programming/Computer Fundamentals &Programming
	8
	30

	IS-2102
	Computer and Communication Network
	3
	1
	
	
	

	IS-2103
	Digital Logic Design
	3
	1
	
	
	

	IS-2104
	Computer Architecture and Organization
	3
	0
	
	
	

	IS-1105
	Object Oriented Programming
	3
	1
	Computer Programming
	
	

	IS-2106
	Data Structure and Algorithm
	3
	1
	Object Oriented Programming
	
	

	IS-2107
	Signal and Systems
	3
	1
	Complex variable and transform
	
	

	IS-2108
	Database Management and Design
	3
	1
	
	
	

	IS-3109
	Probability and Statistics for Engineers
	3
	0
	
	
	

	Major based core Breadth
	 
	 

	IS-2201
	Information Security
	3
	0
	 
	6
	22

	IS-2202
	Cryptography and Network Security
	3
	1
	 Information Security
	
	

	IS-3203
	Computer Forensics
	3
	1
	 Operating Systems and Systems Programming
	
	

	IS-3204
	Software and Systems Security
	2
	1
	 Information Security/ Operating Systems and Systems Programming
	
	

	IS-3205
	Mobile Security/End point Security
	3
	1
	 
	
	

	IS-4206
	Artificial Intelligence
	3
	1
	 
	
	

	Major based core depth
	 
	 

	IS-3301
	Security Management and Risk Assessment
	3
	0
	  Information Security
	5
	18

	IS-4302
	IOT Security
	3
	1
	  Computer Communication Networks
	
	

	IS-4303
	Cyber Crime and Law
	3
	0
	Professional Ethics
	
	

	IS-4304
	Network Forensics
	3
	0
	Ethical Hacking/ Computer Communication Networks
	
	

	IS-4305
	Cyber Threat Intelligence
	3
	0
	  Information Security/ Security Management and Risk Assessment
	
	

	IS-4306
	Secure Wireless Communications
	3
	0
	 Computer Communication Networks
	
	

	IS-4307
	Database Security
	3
	1
	
	
	

	IS-4308
	Secure Intelligent Systems
	3
	0
	Artificial Intelligence/ Information Security
	
	

	IS-4309
	Ethical Hacking
	3
	1
	Computer Communication Networks /Operating Systems and Systems Programming
	
	

	IS-4310
	Data Protection and Disaster Recovery
	3
	1
	Information Security /Operating Systems and Systems Programming
	
	

	IS-4311
	Cloud Architecture and Security
	3
	1
	Computer Communication Networks /Operating Systems and Systems Programming
	
	

	FYDP (Industrial/Innovative/Creative Projects)
	 
	 

	IS-4999
	FYDP-I
	0
	3
	 Offered in Final Year Only
	1
	6

	IS-4999
	FYDP-II
	0
	3
	 Offered in Final Year Only
	
	

	Interdisciplinary Electives
	 
	 

	IDE-x401
	Cyber Security
	3
	0
	
	2
	6

	IDE-x402
	Digital Signal Processing
	3
	1
	
	
	

	IDE-x403
	Digital Communication Systems
	3
	1
	
	
	

	IDE-x404
	Microprocessor  and Microcontroller Systems
	3
	1
	
	
	

	IDE-x405
	Electronic Devices and Circuits
	3
	1
	
	
	

	IDE-x406
	Electrical Network Analysis
	3
	1
	
	
	

	IDE-x407
	Cloud Computing
	2
	0
	
	
	

	IDE-x408
	Digital Image Processing
	2
	1
	
	
	




